HybNet

www.hybnet.se, alexander.koponen@hybnet.se, tel/sms/whatsapp/telegram/signal: +46 736 736 106

Alexander Koponen

Infrastructure Specialist

Alexander Koponen is an Infrastructure Specialist with focus on Linux,
network, security and media technology.

During his professional career he has designed, built and maintained
several complete computer networks, mostly University Computer
Systems. His main focus is building stable systems, Hybrid Networks
(mixing operating systems or mixing solutions like on-site and cloud),
IPv6-integration but also solving day to day challenges and technical
problem solving. He also has experience with live event production
and online streaming.

Read more: https://www.linkedin.com/in/alexanderkoponen/

Key skills
Linux Advanced 20 years Daily System Administration with various distributions:
Ubuntu, Raspbian, RedHat Enterprise Linux, Slackware,
Debian, Fedora, and many more.
Daily operation of SSH, Apache, MySQL, DNS/BIND, Mail
servers (Postfix, Sendmail), FTP servers, application
servers.
Networks Advanced 20 years Daily maintenance of a statically routed networks. DHCP,
RA (radvd), VLAN, Juniper EX, HP Procurve
Firewalls Advanced 20 years Juniper SRX, Linux iptables, OpenBSD PF
Unix & BSD Intermediate 18 years Various non-Linux servers:
- Solaris ZFS fileserver & backup
- OpenBSD Firewall, Kerberos Cluster
- FreeBSD fileserver, webserver, ftpserver, etc
Virtualization Intermediate 6 years - VMware ESXi
- Citrix XenServer
- Microsoft Hyper-V
Cloud Intermediate 5 years - Azure
- Amazon AWS
- Ipeer (Cygate)
- GleSYS
- Wowza Cloud
VPN Intermediate 5 years OpenVPN, Azure VPN, Microsoft Server VPN, Juniper MAG,
strongSwan
Automation and Scripting Intermediate Ansible, Puppet, PHP, Bash, Perl, Python, PowerShell
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Project experience (a selection)

Undisclosed Client 2018
Consultant

Emergency security audit of a production environment in the cloud. Analysis and report on: status of suspected
ransomware, network service inventory, threat analysis and action plan to achieve better future security.

Keywords: Network Security Audit, Network Mapping, Threat Analysis

Get a Newsletter AB 2017 - 2018
Sub-consultant (House of Skills)

Procurement and building of a new server site for a colocation migration. Configuration of Linux servers (Ubuntu),
Juniper EX switches, VMware Server. Setup a developers’ environment in VMware, including OpenVPN (with per profile
routing), Puppet, Kubernetes.

Keywords: Linux (Ubuntu), VMware vSphere Hypervisor (ESXi), Juniper EX, Dell-EMC Servers, NFS, iptables, OpenVPN,
Load balancing (nginx, keepalived), Docker, Kubernetes, Puppet, Bash, Visio

SEC-T (Security Conference, 440 attendance) 2017 -
Engineer in Charge, Production Manager

Procurement of broadcasting technology, drawing technical designs, configuration of all equipment, problem solving
during broadcast, live broadcast to YouTube, editing videos for post-production.

Keywords: YouTube Live, AJA HELO, Visio, Black magic Design ATEM, Decimator Design, Adobe Premiere

Axiell Media AB (Elib AB) 2014 - 2017
Consultant

Working as IT-architect and System Administrator during several projects.

First project was general System Administration of Juniper SRX and Dell Servers (Windows Server, VMware ESXi) and
Dell iSCSI Storage. Setting up network during several office migrations. Built a custom system monitor dashboard (42"
monitor, Raspberry Pi, Raspbian, Cacti, PHP, Python).

Second project was development of an FTP-service with a custom WebGUI (ProFTPD, LAMP (Linux (Ubuntu), Apache,
MySQL, PHP)).

Third project was full server migration from hardware servers in colocation to Azure, seamleassly, in production. IT-
architect work with Visio, setting up network and infrastructure in Azure, merged via VPN to the internal colocation
network. Writing in house manuals for developers in how to setup VM and backup in Azure. Aiding the developers during
the migration.

Fourth project was as a Project Manager for 3 developers, changing a Wowza based service from single server to a load
balanced multi server solution, in Azure.

Keywords: Linux (Ubuntu, Raspbian), Windows Server (2003 r2 — 2016), VMware vSphere Hypervisor (ESXi), Netgear

Switch, HP Procurve, Juniper SRX, Azure, Load balancing (Azure), Windows backup, Azure backup, Apache, Cacti,
MySQL, PHP, Windows 10, Python, Visio, Bind, Azure DNS, strongSwan, IIS, Dell Storage (iSCSI)
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Project experience (a selection, continued)

Birdie (Computer Festival, 3000 attendance) 2016 -
Team Lead Media, Engineer in Charge, Production Manager

Team Lead for the Media workgroup (8 members). In charge of main stage and online broadcasting. Drawing technical
designs, procurement of event media technology, configuration of equipment, training of broadcast engineers and stage
managers, live broadcast to Twitch.

Keywords: Twitch, OBS Studio, Visio, Blackmagic Design ATEM, Decimator Design, Adobe Premiere

Jehovas Vittnen Friends Arena 2015
Member of Engineering Team

Member of a 4 person Executive Engineering Team for a three day corporate event in Friends Arena, Stockholm, with
total attendance of approximately 150 000. The job was to oversee all technology for the event, to solve technical
problems and to train the production crew on the specific setup (OB-truck, 10 camera setup, 700m2 of LED screens and
one of the biggest PA systems (L-Acoustics) ever deployed in the region).

Leading up to the main event, there were several training sessions online, with hundreds of viewers in Europe and USA.
Different solutions were used: Adobe Connect but also an in house solution based on Wowza Cloud and WebRTC.

Keywords: Outside Broadcasting, Wowza Cloud, RTMP, Video Encoding, Live streaming, PHP

Kungl. Vetenskapsakademien / Institut Mittag-Leffler 1999 - 2015
System Administrator

Worked as a System Administrator at an institute for mathematical research (with a mini campus), constantly developing
a hybrid network of servers (Linux, BSD, Solaris) and workstations (Linux, Mac, Windows).

For many years the system were a couple of Linux servers (Debian), a couple of OpenBSD servers, about 40 Linux
Workstations (RedHat, later Fedora, installed via kickstart PXE boot) and a few users ran Windows in VMware
Workstation. Later the file server was changed to Solaris ZFS. The workstations were replaced with Sun Ray Linux (thin
clients on RHEL) and the Windows users ran in Windows Terminal Server. After that many of the services were moved
into Ubuntu VM:s in Citrix XenServer, the workstations were replaced with BYOD and the Windows users got laptops.

There were many projects, but some of the bigger were:

Network expansion from 1 building to 7 buildings; the project involved 300m of digging. Gathered invoices and made a
budget. Oversaw up to 20 people during the construction. Configured the network (HP Procurve switches and OpenBSD
PF firewall). At the same time the Internet uplink was upgraded from 1Mbps to 1Gbps. A proper server room was built,
with UPS and cooling. IPv6 was deployed on all external services (DNS, Web, Mail (SMTP, IMAP), SSH). Users were
seamlessly moved to IPv4 / IPv6 dual stack.

Later the network was upgraded to Juniper EX switches, Juniper SRX firewall, Juniper WLAN infrastructure including
outdoor stations and antennas. The WLAN was equipped with Eduroam (both SP and IdP, based on Radiator RADIUS).

Keywords: VMware Workstation, Citrix XenServer, JUNOS, Juniper EX, Juniper SRX, Juniper MAG, HP Procurve,
iptables, PF, OpenBSD, Linux (RedHat, SPARC Linux, Slackware, Fedora, Debian, RHEL, Ubuntu, Raspbian), Solaris,
Windows Server 2003 r2 Terminal Server, Mac OS X, Classic Mac OS, Windows Client (95, 98SE, XP, Vista, 7, 8, 8.1),
NFS, Samba, ZFS, rsync, Kerberos (Heimdal), Radiator RADIUS Server, Eduroam, Juniper WLS (WLC, WLA), SSH, Bind,
Apache, Cacti, PHP, MySQL, ProFTPD, Sendmail, Postfix, IMAP (Dovecot), Cisco 1600 Servies, OpenWRT, Thin Clients,
Sun Ray, HP Printers, CUPS, ISC DHCP, Bourne shell, Bash, KSH, Perl, UPS (APC, Eaton), PDU, Cooling.
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Education

1997 — 2000 Stockholm University Various undergraduate courses in Mathematics.

1994 — 1997 Ostra Real High School Science Program with focus on Mathematics, Physics
and Languages.

Languages

Swedish Native proficiency

English Bilingual (native) proficiency

German Limited working proficiency

Norwegian Limited working proficiency

Willing to learn more languages.
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